Tor

® Anonymized internet access so websites don’t
know where you are
* Great for research so websites don’t know you
visited them & your ISP doesn’t know either.

® Relays your web traffic through random computers
before trying to access the website

® Caveats:
® Slower than normal browsing

® Relays may see your browsing (if not HTTPS),
since they are relaying it on behalf of you. (Be
careful with logins!)



Tor

PC/Mac: https://www.torproject.org/

iOS: Onion Browser (disclosure: | work on this)

Android: Orbot


https://www.torproject.org/
https://mike.tig.as/onionbrowser/
https://guardianproject.info/apps/orbot

Chat: OTR Encryption

® “Off The Record” encryption protects messages

between you and someone else.
* Not the same as Google “Off The Record” mode

® Use an existing account (like GChat or others) &
use an OTR plugin to encrypt.
* You can register an account at other chat services
too, to avoid Google knowing about your chats.

® (Caveats:

® Metadata — who you are talking to and when —is
still seen by the chat service.


https://xmpp.net/directory.php
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OTR Encryption

Jeremy B. Merrill

POTRAAIKAAAAWRY CkStoB+oDzyTliHzOizRougadz NstBcKVETWHPJY PjDargRu+ XxoXcgRasSRGBgFECFGPCeWPth4hnr
tOALYAGZVOWfoz CaBSh4NEY mnhCf327oBInT9pdUBh5g+VPOQNpGToMNYFARE Dz bwn8e+ BWVtBENIPWANNZel+
AIGDpUMGjzBxrGIlEY OHOQIFvIyDs Ch3g/MiOZtgodRZUZ45Y +21w/ij9J 2eYvj 120Ujx 9hU3v+ EWx 1IRGMRgVc Dzw==.

Mike Tigas

POTRAAIRAAAAEDEGPI3QIWONAZLE/GoaUrgAAAHS 3W/uadTrzi3kxBnRhs AVONHOv ZuaRjpk 7ILEaSF+8kVOz Y INBWVUIND1ELg Y| 131G ZMIu
Ih6EVISPfwWTnkrhzgkxhY 3d96|uw/Pejz 2j+q0O+DStUXImdoY huBuMs 10O5SxtbNIdS 2zrabVURgxQsolemku7CwgABK FP I pNVWe

s QRLwhleHVpS9ZTNT+9z 2aleDVvEspzKjk4OY cBfAp/EvXahZEbbWNDsKOORSLEWOMOX RHaLmnlIFH17EP paC3T1LQF /phSxqtCGlc2
RiAv1IXPpo3lyJgdiz27Alr2ogCXgefGMExInnO/RifeY zy CIU3ELX/z IRCWPMVRj X LKAPollgaE42TwO4KONPcSv25Y 8xef25BiRtvejmPUGD25]
Bk0Y CThONXLicWVS201ovTub7CgSvP ZBulGIBAMMgFzUNBnits mAfBQ568pQXatQivkKI+VIQFS+wiGmzxfRAaXIuuK mnp8LZ0LUfumEToKVD
gmRs4LXrY K7jrbSAEXc0OXrqqvDOQmFOeSOb+x2TiIKUrpr/97pY 5bKB/OxFB/MEETHPgITIDZK0jzJ322bBVXPM3hWi

eBvjcipiiirO8r2z DICy+1d35z L+4R6n6aud09X K XHN8k8syEj+NCTZocvw/GJodGPK.

Jeremy B. Merrill

TOTR:AAISAAABORIGMzu2Vg8x YV Ow/ 6fySct3inCeDVawX H1FeJIJHOHStwiwLcg3LirfgwAl7TUKNLNRIB/GLpvvj LK bKy/
MVIKB3zIIGTcNCAKUWIPsNTmEOIHY ZGARWLhQIB+0UVvNQUDIMGpkkz 5B+ HRCcKzOynB4IPRT7e/VIj/gby9sGK B X bOThQok RfIDK.gvWY 2+
¥JAtswR+cl1xhK452h+YbBkvBeHssok TULV36wASzglyKeyh96sFaGiPbOHASYE Sk X 2rUMxbELHE hz C4bHbOYUuBAK F2IWOIdIZBE1QGO9B 24xr
aPnyiD85fcydT0OgzwuOGDreY 2/05DGLMTv+XutXF62gai90GMN1+ck AS1g9FF2DpkxLK/+L2sE+wsq8jeTJZFaeBaodN1ISEZTGZM35s

UDHx 7L2XtzVpr/MviYimukkY hDDK EN+faR0swAtwrngBz pCPHRAED+8eMuv 5Enc/77adQrLUGvw/u+x66WMAgz/hGnejx AjJUkpyEGLPrgE|+
PIURITTZ pWAN/IMCEHK ZdI/NCEWYYanNIK IMgdjd3wNP MdK 4AVAHWZUEWT40DChEVEK YqUBIK njmGUNY K 7ywOM|pediU+
VhmzlE2Xt8n10kguktyvz INECEqCY zh/ONjcrOMUGZmZhdZ Q==

POTR:AAIDAAAAAAEAAAABAAAAWILORZ/gIPTSDaY 5cBE+K LwdY DXGAXdVT TgWE4AB Zy zk XTAJIBKBIWYATMNIWTOf
G4ldgjfXBAMkKPWmMCrZCiBxFMrdexwiFQ1OtsCo2/F7abo VX kWiuHvDYY SGPK73WFS+PyWadY cRImnZfiGtpNoSicB7uPe XESK+
kMPORKbUhAJEMZzeKLELEMIMY 95KtdwXg2ZKvvaQpj3ad TXEVgPTFmMtFa0FSRHIBIzFu2A Sz Xm5hiR13joTez ODthOr
AAAAAAAAAABAAAAMEKIOOIWZ LwgO/S3LMX QpyvTergOhSxJBKAVEoCdBK TpK TOQHXNgTIZS5NsHAIMhjg2K X eV Rof
GalBYMFfTExaB+COhPv3IhCgAAALAA.



OTR Encryption

* Tor Messenger provides OTR encryption and lets you
use accounts on many messaging services (Google
Chat, Twitter DMs, XMPP/|abber).

* In addition to OTR, it uses Tor to mask your |P
address.

* ChatSecure is similar, but for iPhone and Android.

Remember: to use OTR, your friend also needs to use
Tor Messenger (or another app that does it).


https://trac.torproject.org/projects/tor/wiki/doc/TorMessenger
https://chatsecure.org/

Encrypted lexts

® Signal (iOS & Android)

® iMessage (iOS) claims to encrypt messages, but
Apple may have access to the messages.
* Phone provider doesn’t se messages anymore, but
Apple has the metadata of who you communicate
with.


https://whispersystems.org/
https://ssl.apple.com/iphone/business/docs/iOS_Security_Feb14.pdf

Phone Calls

® Signal (iOS & Android)
® SilentCircle ($$%, iOS & Android)

® FaceTime (iOS): Like iMessage.
* Prevents cell provider from knowing who you
call. But again, Apple may have access to the
metadata and actual call.


https://whispersystems.org/
https://ssl.apple.com/iphone/business/docs/iOS_Security_Feb14.pdf

PGP

Also known as GPG — for “GnuPG”’, one of the
programs that does this

Public and private keys, you have to know
someone'’s public key to send them an

encrypted message.

Also lets you “sign” messages so recipient can
tell whether it was tampered with while in

transit.



PGP

® Mac:
Thunderbird+ Enigmail
or GPGTools + Mail app

® Windows:
Thunderbird+ Enigmail
or GPG4Win + Outlook

® Setup guides:
Hacks/Hackers NYC

Freedom of the Press Foundation
Security in a Box


https://www.mozilla.org/en-US/thunderbird/
https://www.enigmail.net/
https://gpgtools.org/
https://www.mozilla.org/en-US/thunderbird/
https://www.enigmail.net/
http://www.gpg4win.org/
https://github.com/hackshackers/hhnyc-crypto/blob/master/tipsheet.md#thunderbird--enigmail
https://pressfreedomfoundation.org/encryption-works#pgp
https://securityinabox.org/en/thunderbird_main

But what about other
tools?

® New tools come out all the time.

® We don’t necessarily know what’s secure. Follow

a lot of security experts to see what their
consensus Is.

® Consider the encryption, metadata-masking

capabilities, and transparency of how tools work:
* https://projects.propublica.org/graphics/privacy-tools



Further reading

Freedom of the Press Fdn. encryption guide

Threat Modeling guide on OpenNews Source


https://pressfreedomfoundation.org/encryption-works
https://source.opennews.org/en-US/learning/security-journalists-part-one-basics/
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