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http://rt.com/usa/nyt-risen-leak-espionage-336/


http://money.cnn.com/2015/01/16/technology/security/new-york-post-hacked/
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http://fusion.net/story/278532/gawker-hulk-hogan-sex-tape-trial-chat-transcripts/
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Threat Modeling
• Basically the who/what/where/when/why/ 

how of thinking about security & risk.
Some examples of Qs you might ask:

● Why might you be targeted? 
● Who are your enemies?
● What might be used against you?
● What could go wrong in your day-to-day?
● How secure do you need it?



Technical
• crypto
• hacking, intercepted communications, code-breaking

Legal
• legal protections
• lawsuits, subpoenas, detention

Social
• phishing, "social engineering," exploiting trust

Physical
• locks, security guards
• theft, network taps, torture

Operational
• how do you put the above into action?
• how do you go about your business?
• shit happens, do you have a backup plan?



Computers: How do they work?

http://www.youtube.com/watch?v=_-agl0pOQfs


Data at rest. What's on your computer? What's 
sitting in your e-mail archive?



Data at rest. What's on your computer? What's 
sitting in your e-mail archive?

Data in motion. Communication! Calls, 
messages, files sent; anything out of your hands.



https://www.oasis-open.org/khelp/kmlm/user_help/html/how_email_works.h
tml

https://www.oasis-open.org/khelp/kmlm/user_help/html/how_email_works.html
https://www.oasis-open.org/khelp/kmlm/user_help/html/how_email_works.html
https://www.oasis-open.org/khelp/kmlm/user_help/html/how_email_works.html


https://www.mackinac.org/6765



http://www.geograph.org.uk/photo/68348

http://www.geograph.org.uk/photo/68348


https://en.wikipedia.org/wiki/Grumman_LLV
https://en.wikipedia.org/wiki/File:USPS_mail_flow_through_national_infrastructure.svg

https://en.wikipedia.org/wiki/Grumman_LLV
https://en.wikipedia.org/wiki/File:USPS_mail_flow_through_national_infrastructure.svg
https://en.wikipedia.org/wiki/Grumman_LLV


https://commons.wikimedia.org/wiki/File:Airmail_envelope_from_Kabala,_Sierra_Leo
ne_%28West_Africa%29_to_Portland,_Oregon_%28USA%29_%283710984093%29.jpg

https://commons.wikimedia.org/wiki/File:Airmail_envelope_from_Kabala,_Sierra_Leone_(West_Africa)_to_Portland,_Oregon_(USA)_(3710984093).jpg
https://commons.wikimedia.org/wiki/File:Airmail_envelope_from_Kabala,_Sierra_Leone_(West_Africa)_to_Portland,_Oregon_(USA)_(3710984093).jpg


Data at rest. What's on your computer? What's 
sitting in your e-mail archive?

Data in motion. Communication! Calls, 
messages, files sent; anything out of your hands.

Metadata. Who are you talking to & when. How 
big are those files/msgs?



http://www.washingtonpost.com/blogs/worldviews/wp/2013/04/23/syrian-hackers-claim-ap-hack-that-tipped-stock-market-b
y-136-billion-is-it-terrorism/

http://www.salon.com/2013/04/24/how_a_twitter_hack_sent_the_market_plummeting_ap/

http://www.washingtonpost.com/blogs/worldviews/wp/2013/04/23/syrian-hackers-claim-ap-hack-that-tipped-stock-market-by-136-billion-is-it-terrorism/
http://www.washingtonpost.com/blogs/worldviews/wp/2013/04/23/syrian-hackers-claim-ap-hack-that-tipped-stock-market-by-136-billion-is-it-terrorism/
http://www.salon.com/2013/04/24/how_a_twitter_hack_sent_the_market_plummeting_ap/


Data at rest. What's on your computer? What's 
sitting in your e-mail archive?

Data in motion. Calls, messages, files sent; 
anything out of your hands.

Metadata. Who are you talking to & when. How 
big are those files/msgs?

Identities & logins.





http://bigstory.ap.org/article/govt-obtains-wide-ap-phone-records-probe


http://www.tvnewscheck.com/article/18179/police-subpoena-kmsp-minneapolis-reporters-cell-records


http://fusion.net/story/278532/gawker-hulk-hogan-sex-tape-trial-chat-transcripts/



Technical
• crypto
• hacking, intercepted communications, code-breaking

Legal
• legal protections
• lawsuits, subpoenas, detention

Social
• phishing, "social engineering," exploiting trust

Physical
• locks, security guards
• theft, network taps, torture

Operational
• how do you put the above into action?
• how do you go about your business?
• shit happens, do you have a backup plan?



People are insecure.



http://xkcd.com/538/

http://xkcd.com/538/
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http://vin.place/
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Tools and concepts
that can help



Look for your own 
metadata footprint

● Search yourself in “people finder” sites & opt-
out of your data showing up:
● https://crashoverridenetwork.tumblr.com/p

ost/108387569412/preventing-doxing

https://crashoverridenetwork.tumblr.com/post/108387569412/preventing-doxing
https://crashoverridenetwork.tumblr.com/post/108387569412/preventing-doxing


Software updates,
Antivirus/antispyware

Security holes in Windows, Mac, and Linux, are 
discovered on a near-daily basis. Same with 
browsers and most other software. (When it 
annoys you to restart & update, just do it!)



Passwords

Don't use the same couple of passwords 
everywhere.

Your e-mail password needs to be stronger than 
your bank’s. (At least you can call up your bank 
for help if there’s fraud. Not so much w/e-mail.)

E-mail owns your other accounts  — nearly 
every website has an “I forgot my password” 
feature that e-mails you.



Passwords
An 8 letter password with numbers and symbols 
can be cracked in a few days, but an 8 word 
phrase could take centuries.

“Pass phrases” – use a real sentence instead of 
just one word. Google and Twitter (& many 
others) let you use a password as long as you 
want!

Unfortunately, websites don't always let you do 
this.



https://xkcd.com/936/

https://xkcd.com/936/


Password Managers

Helps you use a different password everywhere.
Can generate totally random passwords for 
every website.

1Password (Mac/iOS/Windows)

LastPass (multiplatform, website)

KeePassX (multiplatform app)

https://agilebits.com/onepassword
https://lastpass.com/
https://www.keepassx.org/


Two Factor Login
• Helps keep an account secure, even if your 

password is stolen.

• First factor: “something you know”
(your password)

• Second factor: “something you have”
(your phone)

• You (or an evildoer) need both to get into 
your accounts.

• Google has it, Yahoo has it, Twitter, Facebook, 
Dropbox, lots of banks.



Two Factor Login



Secure deletion

• When you delete a file from your computer, 
you’re only deleting it from the “table of 
contents” of your drive.

• Data still there until something else needs to use 
those unused “pages.”

• A “secure” delete writes random data into the 
place where the file was.



Secure deletion
● Erasing files:

● “Secure Empty Trash” on Mac:
hold ⌘ key when right-clicking Trash.

● CCleaner (Windows)

● Erasing free space (to wipe files that you didn’t 
erase securely):

● Disk Utility (Mac)
● CCleaner (Windows)

http://www.piriform.com/ccleaner
http://osxdaily.com/2013/08/21/erase-free-space-hard-drive-mac-os-x/
http://www.piriform.com/ccleaner


File encryption

• Protects files

• Use case: sending sensitive files or putting 
files on USB sticks to share.

• TrueCrypt (multiplatform)

• MiniLock (multiplatform)

https://truecrypt.ch/
https://minilock.io/


Full disk encryption

• Protects all data on your computer, when 
computer is turned off.

• Use case: Protects if computer is stolen

• Apple FileVault (Mac)

• BitLocker (Windows “Pro” or “Enterprise” versions)

http://support.apple.com/kb/HT4790
http://windows8tipstricks.com/turn-on-bitlocker-in-windows-8/






But what about other 
tools?

• New tools come out all the time.

• We don’t necessarily know what’s secure. Follow 
a lot of security experts to see what their 
consensus is.

• Consider the encryption, metadata-masking 
capabilities, and transparency of how tools work:
● https://projects.propublica.org/graphics/privacy-tools



Further reading

Freedom of the Press Fdn. encryption guide

Threat Modeling guide on OpenNews Source

https://pressfreedomfoundation.org/encryption-works
https://source.opennews.org/en-US/learning/security-journalists-part-one-basics/


Continued…

● The Digital Dark Arts (Part 2):
● https://cdn.tig.as/files/20160314/20160312
-dark-arts-pt2.pdf

● CryptoParty slides about tools:
● https://cdn.tig.as/files/20160314/20160312
-cryptoparty.pdf

https://cdn.tig.as/files/20160314/20160312-dark-arts-pt2.pdf
https://cdn.tig.as/files/20160314/20160312-dark-arts-pt2.pdf
https://cdn.tig.as/files/20160314/20160312-cryptoparty.pdf
https://cdn.tig.as/files/20160314/20160312-cryptoparty.pdf


Other relevant sessions
● CryptoParty

● Saturday, 2:15PM, Colorado B-D (near 
exhibitors)

● http://www.ire.org/events-and-training/even
t/2198/2459/

● Seeing like a network: Learning how to think 
about digital security
● Sunday, 9:00, Penrose room
● http://www.ire.org/events-and-training/even

t/2198/2399/

http://www.ire.org/events-and-training/event/2198/2459/
http://www.ire.org/events-and-training/event/2198/2459/
http://www.ire.org/events-and-training/event/2198/2399/
http://www.ire.org/events-and-training/event/2198/2399/
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